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Data Processing Agreement

	USING THIS DPA
This DPA has 2 parts: (1) the Key Terms on this Cover Page and (2) the Common Paper DPA Standard Terms Version 1 posted at commonpaper.com/standards/data-processing-agreement/1.0/ (“DPA Standard Terms”), which is incorporated by reference. If there is any inconsistency between the parts of the DPA, the Cover Page will control over the DPA Standard Terms. Capitalized and highlighted words have the meanings given on the Cover Page. However, if the Cover Page omits or does not define a highlighted word, the default meaning will be “none” or “not applicable” and the correlating clause, sentence, or section does not apply to this Agreement. All other capitalized words have the meanings given in the DPA Standard Terms or the Agreement.


	Key Terms
The key legal terms of the DPA are as follows:

	Agreement
	This DPA supplements the [ name & date of underlying agreement ].

	Approved Subprocessors
	[ drafting note: identify all subprocessors or link to a list of subprocessors available online. ]

[ x ]	List of Subprocessors available at [ insert URL ]

[    ]	[ Subprocessor name ]
	Country of location: [ list of all countries ]
	Anticipated Processing task: [ text box ]

	Provider Security Contact
	[ email and/or physical address ]

	Security Policy
	[ drafting note: check and customize those that apply and delete the rest. ]

[ x ]	As defined in the Agreement.

[    ]	Provider will use commercially reasonable efforts to secure the Service from unauthorized access, alteration, or use and other unlawful tampering.

[    ]	Security Policy available at [insert URL of where to find]

[    ]	Provider will maintain annually updated reports or annual certifications of compliance with the following:
	[    ] 	ISO 27001
	[    ] 	Penetration testing

	[    ] 	SOC 2 Type I
	[    ] 	PCI Level 1

	[    ] 	SOC 2 Type II
	[    ] 	PCI Level 2

	[    ] 	HIPAA
	[    ] 	FedRAMP Authorized

	[    ] 	Other: [fill in]




	Changes to the Agreement
	[ drafting note: If this DPA does not include a separate indemnity, liability cap, or governing law from the Agreement, delete this entire section. ]

	DPA Covered Claim
	[ drafting note: Check the box to include this language and customize the yellow-bracketed language to add indemnity obligations specific to the DPA. If you do not want to provide a separate indemnity with this DPA, delete this row entirely. ]

[    ]	[ select if using Common Paper CSA: ] The Agreement includes an additional Provider Covered Claim for any action, proceeding, or claim arising out of or relating to [(1) Provider’s breach or alleged breach of the DPA, or (2) Provider’s gross negligence or willful misconduct, in each case, that results in a Security Incident.]

[    ]	[ select if not using Common Paper CSA: ] Without limiting the indemnity obligations in the Agreement, if any, Provider will indemnify, defend, and hold harmless Customer from and against any action, proceeding, or claim made by someone other than Customer, Customer’s Affiliates, or Users, and all out-of-pocket damages, awards, settlements, costs, and expenses, including reasonable attorneys’ fees and other legal expenses, that arise from [(1) Provider’s breach or alleged breach of the DPA, or (2) Provider’s gross negligence or willful misconduct, in each case, that results in a Security Incident.]

	DPA Liability Cap
	[ drafting note: Check the box to include this language and customize the yellow-bracketed amounts to add a separate super cap specific to DPA Covered Claims. If you do not want to provide a separate liability cap for DPA Covered Claims, delete this row entirely. ]

[    ]	[ select if using Common Paper CSA: ] The Agreement includes an additional Increased Claim for DPA Covered Claims, with a separate Increased Cap Amount of the greater of $[_________] or [fill in a number greater than 1] times the fees paid or payable by Customer to Provider in the 12 month period immediately before the claim.

[    ]	[ select if not using Common Paper CSA: ] The following is added to the end of Section 8.1 of the DPA Standard Terms:

However, Provider’s total cumulative liability arising out of or related to DPA Covered Claims will not be more than the greater of $[_________] or [fill in a number greater than 1] times the fees paid or payable by Customer to Provider in the 12 month period immediately before the claim.

	Governing Law and Chosen Courts
	[ drafting note: Check the box / include this language to modify the governing law and jurisdiction for this DPA (governing law for SCCs are handled in the Restricted Transfer section). If you do not want to modify the governing law and jurisdiction from the Agreement, delete this row entirely. ]

[    ]	Notwithstanding the governing law or similar clauses of the Agreement, all interpretations and disputes about this DPA will be governed by the laws of the Governing State without regard to its conflict of laws provisions. In addition, and notwithstanding the forum selection, jurisdiction, or similar clauses of the Agreement, the parties agree to bring any legal suit, action, or proceeding about this DPA in, and each party irrevocably submits to the exclusive jurisdiction of, the courts of the Governing State.

Governing State means: [ Select a state, province, or country ]

	Service Provider Relationship
	[ drafting note: Check the box / include this language to affirm a service provider relationship and that no sale of personal information (e.g., as regulated by CCPA) will occur. ]

[    ]	To the extent California Consumer Privacy Act, Cal. Civ. Code § 1798.100 et seq (“CCPA”) applies, the parties acknowledge and agree that Provider is a service provider and is receiving Personal Data from Customer to provide the Service as agreed in the Agreement, which constitutes a business purpose. Provider will not sell any Personal Data provided by Customer under the Agreement. In addition, Provider will not retain, use, or disclose any Personal Data provided by Customer under the Agreement except as necessary for providing the Service for Customer, as stated in the Agreement, or as permitted by Applicable Data Protection Laws. Provider certifies that it understands the restrictions of this paragraph.

	Restricted Transfers

	Governing Member State
	[ drafting note: Select EEA for data transfers originating within the EEA; select UK for data transfers originating within the UK ]

[    ]	EEA Transfers: [ Select an EU Member State ]

[    ]	UK Transfers: [ Select Laws of England and Wales; Scotland; or Northern Ireland ]

	Annex I(A) List of Parties

	Data Exporter
	Name: Customer
Address: [ Customer’s Physical Address ]
Contact Person:
	Name: [ Customer contact name ]
	Position: [ Customer contact title ]
	Address: [ Physical address ]
Activities relevant to transfer: See Annex 1(B)
Role: [ Pick one: Controller | Processor ]

	Data Importer
	Name: Provider
Address: [ Provider’s Physical Address ]
Contact Person: 
	Name: [ Provider contact name ]
	Position: [ Provider contact title ]
	Address: [ Physical address ]
Activities relevant to transfer: See Annex 1(B)
Role: Processor

	Annex I(B) Description of Transfer and Processing Activities

	Service
	[ Name of product or service ]

	Categories of Data Subjects
	[ drafting note: check all that apply, customize as needed, and delete the rest. ]

[    ] 	Customer’s end users or customers
[    ] 	Customer’s employees
[    ] 	[ custom option ]

	Categories of Personal Data
	[ drafting note: check all that apply, customize as needed, and delete the rest. ]

[    ] 	Name
[    ] 	Contact information such as email, phone number, or address
[    ] 	Employment information such as employee ID or compensation
[    ] 	Financial information such as bank account numbers
[    ] 	Professional or biographic information such as resume or CV
[    ] 	Transactional information such as account information or purchases
[    ] 	User activity and analysis such as device information or IP address
[    ] 	Location information
[    ] 	[ custom option ]

	Special Category Data
Is special category data Processed?
	[ drafting note: select one or the other. ]

(   ) Yes		(   ) No

	Special Category Data Restrictions or Safeguards
	[ drafting note: If “Yes” is selected above, identify the safeguards in place to protect special category data by checking the applicable box, customizing as needed, and deleting the rest. If “No” is selected above, delete this entire row. ]

[   ]	See Security Policy 
[   ] 	[ custom option ]

	Frequency of Transfer
	[ drafting note: check all that apply, customize as needed, and delete the rest. ]

[   ]	Continuous
[   ]	[ custom options ]

	Nature and Purpose of Processing
	Provider will Process Customer Personal Data as instructed in Section 3.2 of the DPA Standard Terms. The nature of processing includes:

[ drafting note: check all that are applicable, customize as needed, and delete the rest. ]

[    ] 	Receiving data, including collection, accessing, retrieval, recording, and data entry
[    ] 	Holding data, including storage, organization, and structuring
[    ] 	Using data, including analysis, consultation, testing, automated decision making, and profiling
[    ] 	Updating data, including correcting, adaptation, alteration, alignment, and combination
[    ] 	Protecting data, including restricting, encrypting, and security testing
[    ] 	Sharing data, including disclosure, dissemination, allowing access, or otherwise making available
[    ] 	Returning data to the data exporter or data subject
[    ] 	Erasing data, including destruction and deletion
[    ] 	[ custom options ]

	Duration of Processing
	Provider will process Customer Personal Data as long as required (i) to conduct the Processing activities instructed in Section 2.2(a)-(d) of the Standard Terms; or (ii) by Applicable Laws.

	Annex I(C)

	Competent Supervisory Authority
	The supervisory authority will be the supervisory authority of the data exporter, as determined in accordance with Clause 13 of the EEA SCCs or the relevant provision of the UK Addendum.

	Annex II

	Technical and Organizational Security Measures
	[ drafting note: check all that are applicable, customize as needed, and delete the rest. ]

[ x ]	See Security Policy

[    ]	Pseudonymization and encryption of personal data: 
	[ small paragraph text box to describe the measures ]

[    ]	Ensuring ongoing confidentiality, integrity, availability, and resilience of processing systems and services: 
	[ small paragraph text box to describe the measures ]

[    ]	Ability to restore the availability of and access to Customer Personal Data in a timely manner following a physical or technical incident: 
	[ small paragraph text box to describe the measures ]

[    ]	Regular testing, assessment, and evaluation of the effectiveness of technical and organizational measures used to secure Processing: 
	[ small paragraph text box to describe the measures ]

[    ]	User identification and authorization process and protection: 
	[ small paragraph text box to describe the measures ]

[    ]	Protecting Customer Personal Data during transmission (in transit): 
	[ small paragraph text box to describe the measures ]

[    ]	Protecting Customer Personal Data during storage (at rest): 
	[ small paragraph text box to describe the measures ]

[    ]	Physical security where Customer Personal Data is processed: 
	[ small paragraph text box to describe the measures ]

[    ]	Events logging: 
	[ small paragraph text box to describe the measures ]

[    ]	Systems configuration, including default configuration: 
	[ small paragraph text box to describe the measures ]

[    ]	Internal IT and IT security governance and management: 
	[ small paragraph text box to describe the measures ]

[    ]	Certification or assurance of processes and products: 
	[ small paragraph text box to describe the measures ]

[    ]	Ensuring data minimization: 
	[ small paragraph text box to describe the measures ]

[    ]	Ensuring data quality: 
	[ small paragraph text box to describe the measures ]

[    ]	Ensuring limited data retention: 
	[ small paragraph text box to describe the measures ]

[    ]	Ensuring accountability: 
	[ small paragraph text box to describe the measures ]

[    ]	Allowing data portability and ensuring erasure: 
	[ small paragraph text box to describe the measures ]



Provider and Customer have not changed the DPA Standard Terms except for the details on the Cover Page above. By signing this Cover Page, each party agrees to enter into this DPA as of the last date of signature below.
	
	PROVIDER: [official company name]
	
	CUSTOMER: [official company name]

	Signature
	
	
	

	Print Name
	
	
	

	Title
	
	
	

	Date
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